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Cyber Essentials 2026 updates:
what you need to know

From 27" April 2026, the latest set of updates to Cyber Essentials come into effect, tightening standards in
key areas and clarifying the scope of the certification. Here is an overview of what's changing.

MANDATORY MFA (AUTO- 14-DAY PATCHING RULE (AUTO-
FAIL CONTROL) FAIL CONTROL)

Multi-factor authentication (MFA) must be All high risk or critical security updates must be
enabled for cloud services wherever it is applied within 14 days of release. This applies to
available, even if it comes at an extra cost. If operating systems, applications (including

MFA can be turned on, it has to be turned on. extensions and associated files), routers and
Failure to enable it will result in an automatic firewalls. Failure to meet this requirement will
assessment failure. now result in an automatic failure.

CLEARER SCOPE REQUIREMENTS “POINT IN TIME"” CLARIFICATION

The 2026 update to Cyber Essentials clarifies Compliance must be in place on the issue
scope requirements in a number of areas. More date of a Cyber Essentials certificate. Directors
detailed scope permissions are permitted, must formally acknowledge responsibility for
excluded systems must be clearly justified, all maintaining controls throughout the duration
legal entities in scope must be formally of the certification.

identified and optional certificates will also be

available for entities which are subsidiaries of a

larger parent group.
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(WHAT THIS MEANS FOR YOU

If your organisation is renewing or applying
for certification after April 27, 2026, you
must adhere to these new requirements.
Early preparation — especially around MFA
enforcement, patch management and
scope — will help to ensure a smooth and
successful assessment.
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For guidance on how to get Cyber Essentials or Cyber Essentials Plus certified, and on what the

NEW CYBER ESSENTIALS PLUS
REQUIREMENTS

A second sample of remediated devices will

be tested where devices fail the Cyber Essentials
Plus technical assessment due to missing
security updates. Also, organisations will no
longer be allowed to amend their self-ssessment
answers once CE+ testing has begun.

new changes will mean in practice, contact Cyber Tec Security today.




